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From the Editor’s Desk

The dust has not settled after the devas-
tating impact of the COVID-19 pandemic, 
and yet the world appears to be returning 
to the old ways of working. It seems that no 
sooner had the pandemic loosened its grip 
than societies, economies, and institutions 
were sliding back to their default positions 
and veering away from the promising in-
novative path that COVID-19 had sparked.

There is no doubt that “something 
changed” in the ways of the world after 
the pandemic. Certainly, some innova-
tions that COVID-19 spurred have found 
their way into how we do things, but these 
hardly represent the “new normal” that the 
post-COVID-19 world once beckoned.

So, why is it that some of the great ideas 
and lessons learned from practice fail to 
permeate our daily work? A big part of the 
answer lies in habits, good or bad, driven 
by our “default” position on issues. And for 
this reason, dismantling old habits takes 
more than the shock of a crisis, as was the 
case with the COVID-19 pandemic. 

In his book Change Your Paradigm, 
Change Your Life, Bob Proctor describes 
a paradigm as a deeply held view of the 
world and its influence on how new habits 
and behaviours are formed. Proctor aptly 
likens it to a computer “programme,” as a 
paradigm determines the way we see the 
world and how we go about our work. The 

Batho Pele beliefs set: “We Belong, We 
Care, We Serve” is another example of a 
paradigm meant to shape the way public 
servants do their work.

Although predating COVID-19 by several 
years, one of the emerging paradigms is 
the idea of the Future of Work, inspired by 
radical technological innovations. There 
have been several reports and iterations of 
the concept of the Future of Work in recent 
years. However, the launch of the Future of 
Work Ambassadors by the Acting Minister 
of Public Service and Administration, 
Thulas Nxesi, is a concrete example. 

Minister Nxesi said the Future of Work Am-
bassadors would infuse the Public Service 
with talent, innovation and fresh thinking, 
especially in digital innovation, data analyt-
ics and artificial intelligence. At its launch 
in July 2022, the programme placed 33 re-
cent graduates in internship programmes 
in national and provincial departments for 
24 months to reduce youth unemployment 
and develop digital skills. 

The Future of Work Ambassadors pro-
gramme contributes to a paradigm shift 
in the Public Service in the same way that 
numerous policies and programmes do. 
However, a paradigm shift does not fall in 
our laps all of a sudden. Instead, it is a pro-
cess of learning from experiences, such as 
those from COVID-19 and applying them 
over time.

In this issue of the Service Delivery 
Review (SDR), we have several articles 
and case studies meant to shift public 
service paradigms. Worth highlighting are 
the presentations arising from the South 
African – European Union Dialogue Facility, 
which is, as the name suggests, meant to 
foster mutual learning - and ultimately shift 
paradigms. 

Dudley Moloi 

Changing Paradigms for the Future of 
Work in the Public Service
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News in Brief

The Deputy Minister of Public Service and Adminis-
tration, Dr Chana Pilane-Majake, led the 16th Public 
Sector Innovation Conference held in Krugersdorp, 
Gauteng Province, from 24 to 25 August 2022. Or-
ganised under the auspices of the Centre for Pub-
lic Sector Innovation (CPSI), the conference’s theme 
was: “Building Social Innovation Partnerships for a 
Capable Developmental State”. 

In her keynote address, the Deputy Minister reflected 
on professionalising the Public Sector through prac-
tical innovation ideas, strategies and implementation 
to build a capable state with the capacity for service 
delivery. The Deputy Minister further discussed the 
critical role of social partnerships in searching for 
innovative solutions and systems that could help re-
solve the burning service delivery challenges the na-
tion faces.

“Building capacity 
for our state is our 

highest priority”
said the Deputy Minister in her address.

Since its establishment in 2001, the CPSI continues 
to serve as a platform for sharing ideas, strategies 
and practices on innovation through strategic part-
nerships and collaboration. The conference target-
ed decision-makers throughout the three spheres of 
government, innovation practitioners, service delivery 
champions, and partners from the private sector and 
academia, locally and internationally. 

By Rudolf Makubelo | Inside the DPSA

Deputy Minister Pilane-Majake leads the 16th 
Annual Public Sector Innovation Conference

Deputy Minister for the Public Service and Administration, Dr Chana Pilane-Majake, 
delivering her keynote address during the Public Sector Innovation Conference. 
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News in Brief

Director-General for the DPSA, Ms Yoliswa Makhasi 
delivering the opening address during the GSCID 
Cluster Retreat held at Mount Grace, Magaliesburg

The Governance, State Capacity and Institutional 
Development (GSCID) Cluster of Directors-General 
convened for the Cluster Retreat workshop at Mount 
Grace, Magaliesburg, in mid-August 2022. The de-
partments of Public Service and Administration 
(DPSA) and Cooperative Governance and Traditional 
Affairs (COGTA) co-chaired the session. 

Programme of Action 
According to the DPSA Director General (DG), Yoliswa 
Makhasi, the workshop’s objective was to reflect on 
the cluster’s work. The session reviewed progress on 
the Cluster 16-Point Programme of Action, the Me-
dium Term Strategic Framework (MTSF) targets, and 
work towards Improving the State Institutional Ca-
pacity. In her opening remarks, DG Makhasi under-
lined the relationships between building sustainable 
systems, processes and knowledge management for 
enhanced service delivery. The session further delib-
erated on the following issues:
 

§	 Ensuring quality government data to inform 
decision-making, analysing problems and 
generating relevant, evidence-based poli-
cies;

§	 Ensuring alignment and coordination of gov-
ernment decisions and activities across de-
partments, which is a significant aspect of 
state capability; 

§	 Improving the ability of the state to mod-
ernise and take advantage of technological 
development; and

§	 Developing the capacity to engage citizens 
as customers or users on the quality of pub-
lic services and incorporate their views in 
service improvement planning.

In the productive, capable and competitive state dis-
cussion, the workshop focused on the revised clus-
ter programme and catalytic interventions for fast-
tracked implementation as well as a catch-up plan 
on the MTSF Priority 1, namely, building a Capable, 
Ethical and Developmental State. 

Eight years to Vision 2030
Professor Themba Maseko, one of the architects of the 
Cluster System and the Government Communications 
Machinery, reflected on issues impacting government 
work. While the three Commissioners of the National 
Planning Commission, Professor Tinyiko Maluleke, 
Professor Mashupye Herbert Maserumule and Dr 
Pulane Molokwane in attendance, led discussions 
on the 10th anniversary of the National Development 
Plan (NDP) and ahead of the 2030 Vision, eight years 
away.

The GSCID Cluster is a mechanism for fostering an 
integrated approach to governance to improve gov-
ernment planning, decision-making and service de-
livery at national and provincial levels. It does this by 
ensuring the alignment of government-wide priorities, 
facilitating and monitoring their implementation and 
serving as a consultative platform for the Cabinet. The 
following departments constitute its membership: 

•	 Cooperative Governance and Traditional Af-
fairs; 

•	 Treasury; 

•	 Home Affairs; 

•	 Justice and Correctional Services; 

•	 The Presidency (including Women, Youth 
and Persons with Disabilities; Public Service 
and Administration; and 

•	 Public Enterprises.

By Percival Mtombeni | Inside the DPSA

GSCID Cluster retreat discussed government’s 
priority to fast-track service delivery
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News in Brief

SA to establish Artificial Intelligence Institute

Minister of Communications and Digital Technol-
ogies, Khumbudzo Ntshavheni, unveiled plans to 
establish an Artificial Intelligence (AI) Institute to en-
hance the teaching of robotics and coding in public 
schools. Two higher education institutions, the busi-
ness schools of the University of Johannesburg and 
Tshwane University of Technology, are partnering 
with the Department for Communications and Dig-
ital Technologies (DCDT) to get the institute off the 
ground. 

“It is essential that we invest significantly to provide 
our youth with access to modern training, [which 
combines digital] skill sets and formal education,” 
said the Minister during the G20 Digital Economy 
Ministers Meeting in Bali, Indonesia, in early Septem-
ber 2022.

Minister Ntshavheni also reported on the Department 
of Basic Education’s initiative that introduced robot-
ics and coding as school subjects in primary and high 
schools. Currently, over 1 000 schools are designing 
and producing robots for gaming and automation. 
Meanwhile, the requirements of basic e-learning will 
be linked with an initiative in which all public school 
learners and their parents (guardians) are helped with 
setting up email addresses. 

The focus on digital skills includes creating platforms 
to support and promote entrepreneurship among 
young people, particularly start-ups and digital con-
tent. More schools will be added ahead of the Nation-
al Robotics Development Challenge competition in 
2023. Moreover, the Minister revealed plans to launch 
the Africa-wide DigiTech App Store as a platform for 
hosting applications and content generated on the 
continent. 

Bridging the digital divide

With technology changing how people work and live, 
Minister Ntshavheni said governments are respon-
sible for using technology as a catalyst for change 
in the world that should advance accessible public 
services, inclusive growth, and sustainable devel-
opment. She noted that the COVID-19 pandemic 
exposed the negative impact of the digital divide on 
human development, particularly among the poor.

Minister Ntshavheni said the COVID-19 pandemic 
exposed the underbelly of the digital divide between 
the developed and developing countries, which un-
dermined access to essential services or working 
remotely during this challenging period. She added 
that the efforts toward bridging the digital gap in-
clude the conclusion of licensing of the high-demand 
spectrum. “This process,” said Minister Ntshavheni, 
“commits the Frequency Spectrum licence holders to 
contribute toward the national broadband penetra-
tion objectives of the country by connecting critical 
public institutions, such as schools, health facilities, 
and traditional authorities.”

“In addition, this year, we will finalise the roadmap to-
wards deploying 4G and 5G networks, including rural 
towns. We continue to work to attain the objectives of 
our South Africa Connect programme to ensure that 
we attain universal access to the internet by 2024,” 
the Minister said.

SAnews.gov.za
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News in Brief

Government to unveil the Future of Work 
Ambassadors Programme for young graduates

At the start of July 2022, the government unveiled the 
Future of Work Ambassadors Programme for young 
graduates in the Public Service. The programme 
is a recruitment drive in a partnership between the 
Department of Public Service and Administration 
(DPSA), the National Youth Development Agency 
(NYDA), the Public Sector Education Authority (PSE-
TA) and the United National Development Programme 
(UNDP).

The programme saw the placement of the first co-
hort of 33 young graduates in internship programmes 
across selected national and provincial departments 
for 24 months. During the programme, participants 
will be provided with practical experience and capac-
itated with skills and training, including exposure to 
international peer learning to complement their aca-
demic credentials.

During the 2022 Youth Day, President Cyril Ramapho-
sa announced the Presidential Youth Employment In-
tervention, a comprehensive response to the youth 
unemployment challenge. Similarly, the DPSA Direc-
tor-General, Yoliswa Makhasi, has consistently high-
lighted the matter of recruiting youth into the Public 
Service through the internal knowledge sharing and 
engagement platform called the “DG’s Thinking Fo-
rum”. 
 
Sown at the “DG’s Thinking Forum”, the Future of 
Work Ambassadors Programme found resonance 
with the National Indaba on the Future of Work and 
Public Service Regulations, which was held early this 
year. The Indaba contributed to ensuring a strategic 
and programmatic approach to addressing the chal-
lenges identified by the youth and experts, such as 
breaking barriers to entry for new entrants and creat-
ing opportunities for advancing into the Senior Man-
agement Service echelons. 

The Future of Work Ambassadors Programme forms 
part of the DPSA’s initiatives to practically support the 
ideals envisioned in Chapter 13 of the National Devel-
opment Plan and Priority 1 of the Medium-Term Stra-
tegic Framework, namely, building a capable, ethical 
and developmental state.

The Future of Work was conceptualised in response 
to challenges facing the Public Service, such as:

§	 The ageing public service workforce;

§	 Erosion of institutional knowledge;

§	 Lack of integration of young people, espe-
cially at the senior management level;

§	 The need to entice young professionals 
(with much-needed skills) to consider gov-
ernment;

§	 The need to attract young people to estab-
lish long-term careers within the public ser-
vice;

§	 The need for the recalibration of leadership, 
ethical culture and constitutional values in 
the public service;

§	 The need to develop progressive ways of 
thinking and innovative problem-solving;

§	 Modernisation of the public service; and

§	 The need to realise a public service that is 
future-fit and fit for purpose.

By Nthambeleni Gabara | The Public Servant Online 
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President Cyril Ramaphosa has appointed a 
nine-member National Anti-Corruption Advisory 
Council (NACAC), which will advise the President on 
effectively implementing the anti-corruption strategy 
in all spheres of society and provide advocacy and 
action in the fight against fraud and corruption.

The Council is also expected to give input on the gov-
ernment’s response to the recommendations in the 
State Capture report, which President Ramaphosa 
is expected to present to Parliament during the third 
quarter of 2022. The NACAC members are:

•	 Kavisha Pillay
•	 David Harris Lewis
•	 Nkosana Dolopi
•	 Barbara Schreiner
•	 Advocate Nokuzula Gloria Khumalo
•	 Professor Firoz Cachalia (who will serve as 

chairperson)
•	 Sekoetlane Phamodi
•	 Thandeka Gqubule-Mbeki
•	 Inkosikazi Nomandla Dorothy Mhlauli ( who 

will serve as deputy chairperson)

In a statement, the Presidency described the NACAC 
as a “multi-sectoral partnership” which will augment 
the government’s fight against corruption, fraud and 
other criminality.

“The Council has been established to deepen the 
country’s efforts to rid society and the administration 
of corruption, improve investor confidence and se-
cure higher levels of public trust.”

“The new body will advise the government on the crit-
ical preventative measures, institutional capabilities 
and resources that are required to proactively curb a 
recurrence of state capture and to prevent fraud and 
corruption in South Africa,” the statement read.

The Presidency further clarified the “advisory role” 
that the Council will have.

“In executing its advisory role, the Council will inter-
face with a number of coordinating Ministers, who 
play significant executive oversight roles on key legis-
lative and policy mandate areas related to combating 
corruption.”

“The Council will also engage with sectoral stake-
holders, such as organised business and labour, ac-
ademia, community and faith-based organisations to 
further develop the country’s anti-corruption agenda 
and evaluate progress in the implementation of the 
anti-corruption strategy,” said the statement.
 
SAnews.gov.za

News in Brief

National Anti-Corruption Advisory Council 
members appointed
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News in Brief

The NSG move fast to provide educational 
training for SMS without qualifications

Principal of the NSG, Mr Busani Ngcaweni

The National School of Government (NSG) is in the 
final stage of awarding a tender to one of the High-
er Education Institutions (HEI) to collaborate in the 
accreditation and registration of a Postgraduate Di-
ploma in Public Affairs and African Governance at 
National Qualification Framework (NQF) Level 8, it 
emerged from a parliamentary question answer re-
cently. 

“The NSG is at its final stage of granting a bid/ten-
der to one of the Higher Education Institutions (HEI) 
to collaborate in the accreditation and registration of 
a Postgraduate Diploma in Public Affairs & African 
Governance at NQF Level 8,” Public Service and Ad-
ministration Acting Minister, Thulas Nxesi made this 
announcement on his written Parliamentary question.

“Public servants will be recruited to study this qual-
ification through that institution, and some modules 
will be offered by the NSG. For this qualification, the 
Institution’s Recognition of Prior Learning (RPL) pol-
icy will be used to recognise the prior learning of the 
public servants.” 

“The NSG finalised the design of an executive man-
agement qualification that will be registered at NQF 
Level 8 with the Council on Higher Education,” Min-
ister Nxesi said.

The NSG is working with the Department of Higher 
Education & Training to declare it as a College to offer 
Higher Education Qualifications without changing its 
current structure like other existing government col-
leges. Minister Nxesi singled out the Western Cape 
Government College of Emergency Care as one of 
those who have already registered qualifications on 
the NQF.

“This qualification is meant to professionalise the 
executive management [officials], who do not have 
qualifications in the public sector. It has also been de-
signed using some of the content of the existing NSG 
suites of non-credit-bearing executive programmes.”

“This will assist the NSG to apply its RPL Policy to 
recognise the knowledge and experience acquired 
by the public servants who enrolled and completed 
these programmes previously through formal, infor-
mal and non-formal learning,” he said.

Once the qualifications have been registered on the 
NQF, the NSG will also implement its RPL policy to 
recognise the experience and knowledge acquired by 
the public servants through formal, informal non-for-
mal learning in the following manner:

•	 The RPL grants access to study for a quali-
fication to public servants who do not meet 
the admission requirements;

•	 The RPL for credits by exempting public 
servants to study specific modules of the 
qualification to recognise the knowledge 
and experience acquired through studying 
specific courses with the NSG that are re-
lated to the qualifications that are registered 
on the NQF;

•	 The RPL for access to the External Integrat-
ed Summative Assessment (EISA): Public 
servants will be given access to write an 
external integrated summative assessment 
(final examination) if they demonstrate that 
they have met the outcomes required for the 
qualification.

The other initiative for professionalising the public 
service space, according to Minister Nxesi, is the col-
laboration with statutory and non-statutory profes-
sional bodies recognised by the South African Quali-
fication Authority (SAQA).

“Various departments, including the NSG, will collab-
orate with professional bodies in their area of work 
for professional registration of public servants with 
professional bodies. This means that public servants 
who do not meet the criteria for registration or to be 
awarded professional designations will be required 
to go through the professional bodies’ processes to 
meet the requirements through RPL or studying spe-
cific programmes designed by the professional bod-
ies in collaboration with the NSG or Higher Education 
Institutions.

“Professional bodies will also play a critical role in 
designing programmes in collaboration with the NSG 
for continuing professional development of the pub-
lic servants. The above initiatives will assist in the 
professionalisation of senior government officials to 
ensure that qualified and competent officials fill posi-
tions,” said Minister Nxesi.

Nthambeleni Gabara | The Public Servant Online
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South African-European Union Dialogue Facility Series

 The Presidential Commission on the Fourth Industrial 
Revolution (PC4IR) released its report on August 20, 
2020, roughly a year after President Cyril Ramapho-
sa established it. The report made recommendations 
on the economy’s digital transformation (DX). The re-
search scope of the PC4IR was as broad as it was 
far-reaching in its investigation of the fourth industrial 
revolution (4IR) and its implications for critical eco-
nomic sectors, including the Public Service and so-
ciety. The most notable proposals for the Public Ser-
vice are an investment in appropriate human capital 
development and reviewing policies and legislation 
to drive digital transformation. High-level governance 
mechanisms (such as the 4IR Strategy Implementa-
tion Coordination Council in the Presidency) would 
provide much-needed impetus to digital transforma-
tion. 

Building blocks
In line with the recommendations of the PC4IR, the 
DPSA is developing a legislative framework to institu-
tionalise e-government and DX in the Public Service. 
The DX policy framework is the basis for engagement 
with the ongoing bi-national South Africa - Denmark  
Dialogue. Combined, the P4IR report, the National 
Development Plan (NDP) and other strategic poli-
cy inputs provide a clear destination and the requi-
site milestones. The Digital Transformation Building 
Blocks of the International Telecommunication Union 

(ITU) further enrich these digital transformation efforts 
(see sidebar article) and contributes to a clear vision 
of what a digitalised Public Service should look like. 

Minding the digital gaps
There appears to be no shortage of policy fodder to 
power a digital public service. However, most of these 
efforts are hamstrung on several fronts. Foremost 
among these is the disconnection between the cur-
rent and envisaged future state. The Public Service 
is trying to solve 21st-century challenges through 
reliance on 20th-century tools. The administration of 
people, structures and processes in the Public Ser-
vice is still steeped in 19th-century policies and laws 
that are compounded on the following fronts:

§	 Leadership and Governance – Inadequate 
Executive involvement in matters of Digital 
Governance, except for those public ser-
vants participating in the Government Tech-
nology Officers Council (GITOC);

§	 Lack of digital thinking and skills, or mis-
alignment between the current work prac-
tices and skills against those required for a 
digital public service; 

§	 Departmental ICT budgets are spent on 
resolving specific problems or solutions, 
which leads to a lack of coordination across 
the Public Service and a loss of economies 

Future-Proofing Public Service 
Digital Readiness

Government Chief Information Technology Officer, Mandla Ngcobo

Mandla Ngcobo, Government Chief Informa-
tion Technology Officer, Department of Public 
Service and Administration (DPSA), provides 
his thoughts on digital transformation and gov-
ernment service delivery. He is currently on sec-
ondment to the Southern African Development 
Community (SADC) Secretariat, working on the 
regional body’s ICT strategies.
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South African-European Union Dialogue Facility Series

of scope and scale. Moreover, there are in-
stances where expenditure on ICT shows 
little or any return on investment for a variety 
of reasons;   

§	 The societal digital gaps, inequalities in 
accessing service delivery points, and the 
generalised lack of universal access to ICT 
undermine the vision for digitalised public 
services; and  

§	 Most of the identified gaps could be traced 
to a non-existent government-wide archi-
tecture and the consequent lack of stan-
dardisation of service capabilities within 
departments and across the Public Service. 
This leads to misaligned ICT interventions 
and the business processes they seek to 
support.  

Political will and leadership 
Several initiatives, both from a policy and implemen-
tation perspective, are encouraging steps toward 
the digital transformation of government and ser-
vice delivery. However, these are primarily dispa-
rate and projectised. They tend to only respond to 
sectoral or problems at hand rather than adopting a 
whole-of-government view of digital transformation. 
The PC4IR, read with the National Development Plan 
(NDP), provides ample material for reimagining the 
vision and mission of a future Public Service. Like 
most interventions of this envisaged scale, the im-
petus for change and transformation would hugely 
benefit from establishing an Inter-Ministerial gov-
ernance structure to oversee and provide policy di-
rection to the digitalisation of the Public Service. In 
line with the 1998 Presidential Review Commission 
and the 2020 Fourth Industrial Revolution Commis-
sion recommendations, the high-level inter-ministerial 
structure would help push for establishing a digital 
government coordination function within the Presi-
dency, as recommended by these two commissions 
at different times. Moreover, such political oversight 
and accountability would ensure that digital transfor-
mation is a programme rather than a project driven 
through concerted implementation, monitoring and 
evaluation mechanisms and against specific targets 
(mission-driven). 

Building capacities and capabilities 
The modus operandi for a new policy direction is 
generally one of “sink or swim”, and frequently it is 
the latter. It is common in the Public Service for an 
idea to be dreamed up elsewhere without consider-
ing the required capacities and capabilities to deliver 
on a particular policy. This means that the current re-
view and development of the Public Service Human 
Resources Development Strategy ought to prioritise 

the development of digital skills along with plans and 
measurable targets. A raft of human capability inter-
ventions would be required to drive digital transfor-
mation, starting with an audit of existing digital skills 
and identifying gaps. 

Naturally, a fully scaled-up digital transformation 
programme for the Public Service would hinge on 
an equally massive change management drive and 
incorporate digital literacy and data handling skills/ 
information management responsibilities. The cen-
trality of political, executive and senior management 
layers of leadership in driving the digital transforma-
tion agenda makes them as critical change manage-
ment targets as the implementing public servants. 

The Public Service seeks to solve complex 21st Cen-
tury challenges with outdated legal instruments, as 
pointed out at the beginning of this article. Conse-
quently, wholesale adoption of digital transformation 
necessitates similarly scaled changes to the legisla-
tive regime for the Public Service. Additionally, digital 
transformation costs money, and appropriate mech-
anisms for centralising funding and directing change 
interventions should be investigated. These might in-
clude establishing funding mechanisms for standard 
government ICT requirements, establishing a Major 
Projects Committee to oversee critical government 
ICT investments (financial and scope) perspective, 
and implementing Government Framework Agree-
ments for various ICT goods and services. 

The digital transformation strategy would hinge 
around the recommendations of the PC4IR as a way 
of updating the National e-Government Strategy of 
2017. With political will, it would be easier for the dig-
ital transformation policy framework to be approved 
through cabinet and consensus built on how the 
strategy is implemented across the Public Service. 
Digital transformation would also require progres-
sive amendments to existing legislation along with 
the introduction of new regulatory frameworks where 
necessary. The nuts and bolts, operationally, would 
require the development of norms and standards for 
areas such as data management (information, secu-
rity), use of cloud and service design, including the 
following: 

§	 Need for streamlining functions and asso-
ciated business processes for internal effi-
ciency and good citizens experience;

§	 Need to review/establish operating and ser-
vice delivery models;

§	 Establish process/data/service owners in 
departments;  
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§	 Develop and administer a catalogue for 
public services provided by departments to 
drive automation;

§	 Enrich the current approach to the South Af-
rica Connect initiative;

§	 Establish the SITA costing and pricing mod-
el;

§	 Open up for more competition through de-
partments to go directly to the industry for 
some ICT goods and services; and 

§	 Leverage Cloud computing, given the cur-
rent economic climate, including issues of 
global warming.

Some good effort
Digitally transforming the Public Service is a vast and 
multi-generational task. It is, for this reason, easy to 
lose sight of some of the gains made along the jour-
ney, especially from a policy intent perspective. Even 
though there is still a lot of ground to cover – and 
as daunting as the road ahead is – there are several 
promising efforts in the right direction:

South African-European Union Dialogue Facility Series

ISSUE WHAT WAS ACHIEVED IMPACT

Governance of ICT. •	 GITOC (CIO Council) currently exist 
despite coordination challenges;

•	 A revised IT Governance framework 
exists to improve on investment 
management practices.

•	 Sharing of information and 
lessons;

•	 Some common priorities.

Automation of public 
services.

•	 The E-services portal (www.eser-
vices.gov.za) is currently live
with about 100 online services;

•	 Business Modernisation Programme 
conceptualised, candidate services 
whose business processes require
streamlining was identified;

•	 Cloud Computing Determination and 
Directive issued.

•	 Ease of access to government 
information and online services;

•	 To introduce efficiencies in 
internal operations and services 
to the public;

•	 Ease of access to computing 
capability.

Universal service and 
access to ICT.

•	 S.A Connect initiative connected 
970 service delivery points across 
the public service.

•	 Ease of access to government
information and online services.

High ICT expenditure 
whose contribution to 
improved service re-
mains in question.
Findings: The public 
service spent about R21 
billion on
ICT during the 2021 FY, 
excluding local govern-
ment, SOEs
and SITA.

•	 Annual tracking of ICT expenditure 
leading to insight on expenditure 
trends;

•	 Electronic payslips proposal for 
replacing paper-based ones, with 
the target of saving more than R100 
Million over the Medium-Term Ex-
penditure Framework (MTEF);

•	 DPSA/DCDT/NT current discussions 
on cost optimisation measures.

•	 Cost savings.

Data is the new crude oil 
of the digital era.

•	 Conducted the Data Management 
Maturity Assessment across the 
public service to understand the 
existing data and information
management practices and gain 
insight into the challenges and good 
practices.

•	 Gaps in the management of 
data continuously being identi-
fied for intervention.
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The Government of South Africa has clarified the need for modernising the Public Service, as reflected by several 
strategic policy documents. In drawing inputs from good international practice, the Digital Transformation Building 
Blocks of the International Telecommunication Union (ITU) is one of the many resources that enrich these digital 
transformation efforts and contribute to a clear vision of a digitalised Public Service. The Digital Transformation 
Building Blocks framework mainly offers a conceptual and practical framework that encompasses the following: 

• A Digital Strategy helps outline a change vision, purpose, enablers, critical success factors, technology, 
outcomes and drivers. 

• It elucidates the requirement for a value delivery ecosystem that consists of key stakeholders in the digital 
service lifecycle, from ideation, planning, designing, deployment and operationalisation. 

• Digital Service attributes define what makes services “digital”. 
• Digital Enterprise architecture establishes best-in-class architectural governance, processes and practices 

with optimal utilisation of ICT infrastructure and applications to offer one government experience to the citi-
zens and businesses through digital services enabled. 

• A Digital Platform is a repository of business, data, application and technology components (reusable build-
ing blocks and distinct interfaces) that allow for rapid design, development, deployment and delivery of digital 
services. 

• Institutions and Governance include identifying leaders and champions who drive the transformation initia-
tive, which is also apparent in the digital transformation value chain. 

• Citizen insights are about changing how government interacts with service recipients so that services are 
delivered via multiple channels in a coherent yet consistent manner. It requires culture change and new rules 
of engagement. 

• Delivery Capabilities ensure that there is enough internal capability to take on and accomplish the goals of 
digital transformation.

Government institutions are increasingly becoming “service organisations” rather than “government organisa-
tions”; as such, they need to adopt new forms of governance and develop new capabilities to deliver on their man-
date more effectively. However, navigating this shift can be challenging as it involves moving away from existing 
operating models to new ways of working. 

South African-European Union Dialogue Facility Series

Future-Proofing Public Service Digital Readiness
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This case study explores the digital journey of the 
Danish Government and the Public Sector, as part 
of the sharing of lessons between that country and 
South Africa, under the South Africa–Denmark Dia-
logue Series.  It is primarily based on the presenta-
tion made by Dr Ursula Plesner of the Copenhagen 
Business School, but also draws from those of her 
colleagues. 

The need to keep up with the latest technological 
developments to gain a competitive advantage and 
meet the ever-growing demands of service benefi-
ciaries no longer only applies to the private sector. 
Similar forces and the needs of technologically savvy 
citizens are also compelling governments worldwide 
to be digitally smart in how they go about their work. 

Milestones and outcomes
Over the past twenty years, Denmark has undergone 
a period of rapid digital transformation. The Danish 
Government has strived to transform how it does 
business to increase efficiency and deliver more and 
better services to the public. The implementation of 
digital technologies has enabled the Government to 
significantly improve how it interacts with citizens, 
businesses, and other government agencies. The ef-
fective use of digital technologies can improve service 
delivery and enhance productivity across all levels of 
Government. As one of the world’s leading econo-
mies, Denmark constantly strives to improve public 
service delivery to its citizens and businesses. This is 
evident in some key milestones and outcomes, which 
will be outlined in subsequent sections. 

A coherent digital infrastructure 
By adopting a “digital by default” policy and devel-
oping a coherent digital infrastructure, Denmark has 
successfully ensured that citizens and businesses 
use the same services to access all public services 
and to communicate with Government. This is made 
possible through a coherent digital public sector in-
frastructure of portals containing relevant information 
and self-service solutions, including personalised 
one-point entries to citizens’ data and interactions.

All citizens have one free national eID (the NemID 
ecosystem) used to access all public services se-
curely and one standard national digital post system 
that all public authorities use to communicate with 
residents and businesses. The 2021 Eurostat data by 
the European Commission provides the following de-
mographic information along with the levels of digital 
maturity of the Danish society, which account for its 
successes:

§	 The population of Denmark is 5.8 million.
§	 The public sector is involved in most life 

events.
§	 A very high degree of trust in the public 

sector.
§	 The high degree of internet penetration, 

usage and competencies in the population:
§	 96%  aged 16 to 74 have internet access 

at home.
§	 100% of businesses have Internet access 

(10 or more employees; without financial 
sector).

§	 95%  of the people aged 16 to 74 use the 
Internet daily.

The Danish Digital Journey
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§	 92%  of people aged 16 to 74 have inter-
acted online with public authorities within 
the past 12 months of the publication of the 
data.

Recent figures from the Agency for Digitisation, a 
key player in the process under Denmark’s Ministry 
of Finance, show that as many as 5.2 million Danes 
visited the Danish Citizen Portal (borger.dk), with a 
satisfaction survey showing a positive 92% in terms 
of user-experience early in 2022. The backbone of 
the county’s digital infrastructure is the national elec-
tronic ID system that is used to authenticate citizens’ 
access to public services and information online in 
real-time without having to visit a government office 
account. Moreover, the same electronic ID system 
with a single login and password is used to access 
private sector services such as banking and other on-
line transactions. 

Digital “letter-box”
Invented in the 1850s, the post-box, as one of the rel-
ics of the industrial age, has also gone through a 21st 
century digital makeover. The Danish government has 
substituted the paper-intensive and environmentally 
unfriendly tradition of communicating with citizens 
via posted letters. Linked to the national electronic ID 
system, each citizen has a digital “letter-box”, essen-

tially a for-life email address used for communication. 
The mandatory Digital Post is a service offered to cit-
izens from the age of 15 and has a 93.8% coverage 
of the Danish population or some 4.5 million citizens. 

According to one of the presentations shared with 
South Africans at the South Africa-Denmark Dia-
logue, a total of 227.3 million messages were sent 
during the course of 2021 - translating to a sizeable 
number of trees saved and a lot of money too! While 
there might be a lot of positives, the digital mail proj-
ect has been criticised for failing to include the most 
vulnerable groups in society, such as senior citizens. 
Moreover,  the system’s costs have been higher than 
planned, with correspondingly lower savings than ex-
pected. 

Digital governance
Digital governance is key to the digital transforma-
tion journey. Defined as formalised lines of account-
ability and demarcation of roles and responsibilities 
among an array of stakeholders, digital governance 
is a mission-critical factor in the modernisation of the 
delivery of public services. Although small in popula-
tion and geography, Denmark has a complex political 
and administrative system that spans state, regional 
and municipal boundaries. In practice, the country’s 
ambitious digitalisation strategies required high levels 
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of coordination among the central government, nine 
(9) regions and ninety-eight (98) municipalities, and 
non-governmental stakeholders. 

Exploratory collaboration on public digitalisation 
strategies from 2001 had been instrumental in laying 
the groundwork for developing, funding and imple-
menting solutions. A multi-stakeholder forum gover-
nance model of steering committees and the project 
has been instrumental in realising the objectives of 
public digitalisation strategies in Denmark over the 
past three decades and ultimately ensuring: 

§	 The establishment of a shared infrastructure 
(individual citizen IDs, login solutions, etc.);  

§	 Shared data (basic data on individuals, 
buildings, infrastructure, and so on), made 
accessible through the Data Distribution 
Platform; and 

§	 Digital solutions of different public organi-
sations (e.g. health portal, citizen portal) are 
credited to Denmark’s solid governance ar-
rangements.

Digital-ready legislation
Digital-ready legislation is a recently implemented 
policy (the 2018 bill on digital-ready legislation) based 
on the recognition that complex legislation with sev-
eral exceptions, vague terms or many procedural re-
quirements may prevent an efficient and digital pub-
lic administration. The idea is that legislation should 
build on simple rules and unambiguous terminology 
to allow for the extended use of automated case 
processing across all types of public sector organi-
sations and policy areas. An example is pension al-
location and payments, where the law is based on 
objective criteria such as age, citizenship and coun-
try of residence, and where data is available to the 
authorities, which reduces the need for applications, 
physical encounters, and professional discretion.

Ensuring digital-ready legislation is driven by policy 
tools that provide guidelines for assessing whether a 
bill is digital-ready. For example, a  mandatory para-
graph in the formal template ministries is used when 
drafting new legislation to formalise the digital-ready 
function in the Agency for Digitisation. 

Digital inclusion
The expectations of the Danish citizenry have spurred 
the movement toward digital self-service solutions. In 
turn, the digital transformation of government services 
rides on the back of a highly digital literate society, 
with  7% of the population exempted from Digital 
Post, for example, and therefore requiring traditional 
modes of service delivery. The transformation-
moving large parts of the public administration’s 

tasks out of public offices and into citizens’ everyday 
lives on their phones and computers in their homes 
– has profoundly changed the historical relationship 
between the Government as a provider of public 
services and beneficiaries by helping citizens to 
empower themselves via secure, cost-effective and 
flexible digital solutions. 

Key challenges and dilemmas
Denmark has covered a lot of ground in its Digital 
Transformation Journey. However, it would be remiss 
not to acknowledge some key concerns, challenges, 
and ethical and policy dilemmas along the way. As the 
lead institution, the Agency for Digitisation continues 
to be mindful of the unique challenges of large-scale 
digitalisation efforts. Concerns around the growing 
threat of cyber security, ethics,  and transparency are 
uppermost in the minds of many Danes, and the need 
to maintain trust in the digital solutions of the public 
sector is crucial. Moreover, there is a need to leverage 
new technologies such as Artificial Intelligence (AI)  
responsibly; creating a more coherent public sector 
through increased data-sharing; and invest in digital 
skills. 

The Danish digital transformation remains sharp and 
bold. Its success, however, also depends on consid-
ering and heeding some stakeholders from academia 
and the media. In particular, concerns have been 
raised over the cost of IT projects, whether the digital 
solutions they propose are appropriate, and the pru-
dence of experimenting with immature technologies 
in the public sectors. 

Insights and lessons as a basis for dialogue
There is much to learn from the dialogue between 
South Africa and Denmark on digital transforma-
tion, especially in institutional arrangements, the 
development of digital-ready policy, legislation, and 
programme implementation. The strategic consider-
ations include thinking and decisions around the fol-
lowing: 

•	 Pushing the digitalisation agenda forward 
WHILE maintaining trust;

•	 Leveraging the potentials of digitalisation 
WHILE being realistic about barriers; and 

•	 Legitimacy through being digitally advanced 
VERSUS legitimacy through being prudent.

South African-European Union Dialogue Facility Series
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The proliferation of digital technologies throughout 
society and in government has influenced approach-
es to the management of identity by governments. 
The use of digital technologies in identity manage-
ment has contributed to the emergence of digital 
identity. Unlike its physical counterpart, a digital iden-
tity is the set of digital data representing a person. It 
is made up of information that is stored and transmit-
ted in digital form. 

The digital identification system was established in 
India through the Aadhaar programme. Aadhaar is a 
verifiable 12-digit identification number issued by the 
Unique Identity Authority of India (UIDAI) to the resi-
dents of India free of cost. To date, 1.2 billion unique 
numbers, with a coverage of about 95% of the coun-
try’s population and 16% of the world’s population, 
have been recorded on the system. As an enormous 
undertaking in the world, this scale of enrolment was 
achieved over ten years and motivated by efforts to 
support inclusion and improved public service deliv-
ery, including reducing fraud and corruption.

Insights for South Africa
The Aadhaar number enables the bearer to engage in 
multiple transactions rather than have multiple cards 
or forms of identification for each transaction. There 
are several overarching insights for South Africa that 
could be gleaned from the Aadhaar digital identifica-
tion programme, and these are:

§	 the incredibly strong mission orientation to 
achieve success on a digital innovation me-
ga-project, 

§	 the significant digital capability unleashed 
for the project, 

§	 the digital leadership exercised and the ca-
pacity established for success; and 

§	 the need for enabling policy and regulation 
upfront. 

As a digital project in operation for more than ten 
years from inception, there is much to study, learn 
and understand in terms of strengths and weak-
nesses. The disadvantages, risks and concerns 
expressed in the discussion on this case study will 
require understanding and attention, noting that 
innovation often brings inherent risks and requires 
risk mitigation measures. Where these features are 
in place, the chances of success are increased. Re-
lated insights include an appropriate level of dig-
ital leadership and a platform design enabling val-
ue-added services and products.

Digital innovation and technologies
One of the critical design features of Aadhaar is the 
de-linking of the person’s identity from the person’s 
nationality, so that all residents can be enrolled. This 
means that an applicant does not have to prove Indi-

South African-European Union Dialogue Facility Series

Creating Digital 
Identity for All
Lessons learned from India

India’s ambitious Aadhaar programme is an example 
of how technological and social innovation has been 
mobilised in creating a national digital identity system 
that supports public service delivery, write Dr Luci 
Abrahams and Mark Burke
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an citizenship when enrolled in the programme. Ap-
plicants, however, must provide proof of residence for 
at least 182 days in the previous year, since proving 
nationality could cause significant delay and exclu-
sion. This approach can be described as an “identi-
ty-first” approach, since it merely establishes identity 
that incorporates a minimal data collection process, 
which makes the rapid scaling up of enrolment pos-
sible. 

The development of the system focused on con-
trolling the software, digital spine and certification 
and incentivised the ecosystem to provide IT prod-
ucts and services through creating a government-ori-
ented market. The system offers extensive interop-
erability as a universal identity gateway for all an 
individual’s interactions with a diversity of state and 
private bodies. The system is designed as a digital 
platform with an hour-glass architecture. This de-
sign incorporates a simple and easy-to-use solution, 
comprising the Aadhaar unique number for every 
individual and authentication services linked to this 
number as the waist of the hour-glass, while enabling 
innovation above and below, where the individual 
could be linked to additional services. Notably, UIDAI 
opted for an open scale-out architecture, rather than 
a scale-up design that relies on specific technologies 
from one vendor. The open scale-out architecture re-
lies on standard off-the-shelf hardware from multiple 
vendors to avoid lock-in and the use of open-source 
technologies, unless there is no other option.

Enrolment is undertaken by registrars and enrolment 
agencies, enabling individuals to apply at enrolment 
centres where the required demographic and biomet-
ric information is provided. Registrars are UIDAI part-
ners who usually outsource enrolment to UIDAI-cer-
tified agencies with enrolment centres or mobile 
camps. The information is then encrypted and trans-
ferred to the Central Identities Data Repository (CIDR) 
through a Secure File Transfer Protocol where con-
nectivity is available or transferred on portable hard 
disks by post where the infrastructure poses chal-
lenges. The incoming data is checked for duplicates 
at the CIDR through a process of deduplication, after 
which a 12-digit Aadhaar number is randomly gen-
erated. An authorised body can cross-check an in-
dividual’s identity at any time or place using different 
methods, including service delivery agencies using 
the Aadhaar authentication system for matching the 
number and the individual’s demographic attributes; 
a one-time-password delivered to the individual’s 
mobile number or email address; or using biometrics, 
either iris or fingerprint.

Aadhaar has had a significant influence on inclusion, 
particularly financial inclusion and communication, 
linked to opening bank accounts and mobile phone 
subscriptions. People can use Aadhaar as a means 
of identification to open bank accounts. It enables 
banks and customers to fulfil know-your-customer 
(KYC) requirements. It has, together with schemes 
like the Prime Minister’s People’s Bank scheme, con-
tributed to 80% of Indians holding bank accounts 
by April 2018. Mobile phone subscriptions have in-
creased from 17 per 100 inhabitants to 85 per 100 
in 2016, approaching universal access, including a 
growing share of smartphones and internet-enabled 
devices). Implementing the Aadhaar Enabled Pay-
ment System (AEPS) encourages digital payment 
across banks with the rollout of the United Payment 
Interface, enabling 
instant payments 
and money trans-
fers between 
banks using the 
Aadhaar number 
linked to the bank 
account. A digital 
locker that serves 
as an online repos-
itory of documents 
that individuals can 
share has been 
rolled out by the 
government; this 
digital locker links 
the Aadhaar num-
ber to the reposi-
tory containing, for 
example, health 
records, drivers’ li-
cences and college 
mark sheets. Multi-
ple schemes incorporating the public distribution of 
goods and government services use the Aadhaar au-
thentication. The programme cost is one of the low-
est in the world, with US$1.16 per enrolment made 
possible by several factors, including the absence 
of a smart card. Notwithstanding the achievements 
mentioned above, concerns have been growing 
about the forms of surveillance enabled by Aadhaar 
as an example of a socio-technical arrangement and 
how this might shape power relations between the 
citizen and the state.

Creating Digital Identity for All
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Digital skills and capabilities
A mix of people from the public and private sectors 
were brought on board to implement the project, en-
suring a balance of people with knowledge of the gov-
ernment ecosystem and technical expertise related to 
technological innovation. In addition to the founder, 
Nandan Nilekani, who started the technology com-
pany Infosys, others from India’s technology sector 
included Pramod Varma as chief architect from Info-
sys; Viral Shah, co-inventor of the Julia programming 
language; Shankar Maruwada, CEO of Marketics; 
and Sanjay Swamy, CEO of mCheck. The negotiated 
status of Nilekani as that of a cabinet minister provid-
ed the impetus for him to drive an expedited agenda 
and hire private sector staff. The Aadhaar team was 
kept between 200 and 300, with much of the work 

outsourced and 
support obtained 
from other govern-
ment departments. 
The UIDAI entered 
into Memorandums 
of Understanding 
(MoUs) with regis-
trars, government 
departments and 
private organisa-
tions to establish 
the implementation 
infrastructure that 
made such a large-
scale process pos-
sible.

Policy and regula-
tory issues
India’s approach 
to implementing 
Aadhaar has been 

described as “build first and legislate later”, with 
proponents arguing that it was the only way to move 
forward in the country. The UIDAI was established 
through executive order rather than enabling legisla-
tion. Aadhaar was implemented without a framework 
for data protection and privacy regulation. A consul-
tation paper on a Legal Framework for Data Protec-
tion and Security and Privacy Norms was issued in 
July 2010 and argued for a law that goes beyond the 
mandate of Aadhaar, covering e-governance issues 
and data sharing and privacy from third parties. The 
project continued without legislative foundations until 
the adoption of the Aadhaar (Targeted Delivery of Fi-
nancial and Other Subsidies, Benefits, and Services) 
Act, 2016 (Aadhaar Act) in March 2016 and its publi-

cation in the Gazette of India in July and September 
2016. Several regulations have been issued by the 
UIDAI related to regulating different aspects of the 
programme since the passing of the Aadhaar Act af-
fecting the following areas:

§	 the process of enrolment; 

§	 the generation of Aadhaar numbers and 
their delivery to residents; 

§	 the updating of information; 

§	 the appointment of registrars and enrolling 
agencies; 

§	 the omission and deactivation of Aadhaar 
numbers; 

§	 grievance redressal; 

§	 the different modes of authentication; and 

§	 the specification of an information securi-
ty policy that emphasises confidentiality, 
which  prescribes the security obligations 
of service providers and personnel, and 
provides for audit and inspection; and

§	 how identity information associated with 
the Aadhaar number holder can be shared 
with third parties. 

In a critical assessment of the legislative framework, 
Bhandari and Sane identified several weaknesses, in-
cluding the delegation of policy matters and essential 
legislative functions to the UIDAI with broad discre-
tion, the potential conflicts of interest arising from the 
UIDAI’s dual role as administrator and regulator, the 
failure to provide specifics for grievance redress, and 
the uncertainty related to remedial measures.

 Practical ideas for South Africa
South Africa needs to re-examine the idea of identity, 
and express more clearly, in policy terms and in prac-
tice, how it understands identity. This is a conceptual 
issue where digital identity is quite different from an-
alogue identity; it has little to do with a digitised card, 
and more to do with how a person establishes their 
identity for the purposes of living, acting and trans-
acting in the world.
*** This case study is an extract from the Report on 
the International Experience in Open Digital Gover-
nance (April 2022) that was prepared as one of sev-
eral inputs for the South Africa-Denmark Dialogue 
initiative. Slightly edited for publication in a magazine 
format, source references in the original text have 
been omitted in this version. 
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No crisis in recent times has tested us more than the 
COVID-19 pandemic. The horrifying “lockdowns” 
may have kept millions behind closed doors and shut 
down key sectors of the economy, but government 
business had to continue. It was the critical factor to 
pushing back the impact of the pandemic while also 
ensuring the provision of essential services and in-
formation. 

Broadband and cloud computing
The Western Cape Government (WCG) faced the 
daunting task of maintaining mission-critical services 
while observing all social distancing measures under 
the COVID-19 restrictions. While adherence to these 
measures resulted in a slower pace of business ac-
tivity during this period, it had to ensure continuity 
of service for citizens and businesses and continue 

to deliver key programmes to the public. This was 
possible thanks to the unwavering commitment of 
employees who were hard at work from home. At the 
same time, WCG office buildings were empty – but 
importantly, thanks to the power of cloud computing 
technology, business could continue as usual.

The interrelated successful rollout of broadband con-
nectivity to over 1 910 sites by November 2017 and 
the adoption of cloud computing solutions by sev-
eral departments were key enablers of the WCG’s 
response to the COVID-19 pandemic. This enabled 
core productivity solutions that supported critical op-
erations and services to keep running, which would 
otherwise have been inaccessible if offices were 
closed.

Charting the WCG Cloud Computing Journey

In this case study, Mr Hilton Arendse, 

Chief Information Officer and Mr Ghalieb 

Mohamed, IT Governance in the Office 

of the Premier, shares the Western Cape 

Government’s cloud technology roadmap. 

Figure 1: Key enablers of WCG’s response to the COVID-19 pandemic
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WCG Cloud Computing Vision and Goals
The WCG Cloud Computing Vision and Goals were approved in 2017, and signed post 
the province’s journey in migrating to a cloud-based environment. They represent a stra-
tegic intent to invest in cloud computing to provide citizens and businesses with the best 
possible service experiences. Precisely, the cloud computing vision captures the goals 
of improved speed; cost efficiency; improved information security; and operational risk 
reduction that are expanded on below. 

Goal 1: Improved Speed and Agility
The Department’s e-Innovation’s (Be-I) ability to 
be responsive to its client’s needs is severely con-
strained due to the rigid and onerous governance 
processes around the procurement and manage-
ment of ICT services and infrastructure. The pri-
mary goal, therefore, is to improve the speed and 
agility with which the WCG can deliver services to 
citizens, and the objectives of this goal are there-
fore to:

§	 Provide on-demand capacity within 
short turnaround times – provisioning of 
service within hours, not months, sub-
ject to WCG processes being adapted to 
align with this provisioning strategy.

§	 Improve responsiveness to the changing 
business needs – available as soon as 
clients are ready for it and can be scaled 
down when required. 

§	 Provides flexibility to experiment with 
services without necessarily incurring 
long-term and ongoing costs.

Goal 2: Cost Efficiency
Under the constraint of an increasingly shrinking 
fiscal envelope, departments are continually look-
ing to cut costs while being required to deliver 
more, and therefore ICT is an area that can effect 
efficiencies. The Cloud strategy aims to improve 
cost efficiency in the delivery of services to clients 
by:

§	 Providing affordable access to process-
es that require significant computing 
power for a defined period without incur-
ring a capital investment. 

§	 Providing the ability to adopt a pay-as-
required or subscription model.

§	 Providing a higher degree of predictabil-
ity in expenditure patterns by shifting 
from fixed to variable costs for specific 
services and products. 

§	 Reducing cost by leveraging supplier 
economies of scale. 

§	 Lowering unit prices through supplier 
negotiations. 

§	 Moving funding models from capital ex-
penditure towards operational expendi-
ture.

Goal 3: Improved Information Security
One of the primary concerns of managers when 
considering moving to the cloud is whether their 
information will be secure, so any shift to the 
cloud must maintain or improve the level of infor-
mation security from an on-site data centre. The 
strategy aims to achieve the following objectives 
as it pertains to information security:

§	 Improved information security.

§	 Compliance with the POPI Act and other 
information security legislation.

Goal 4: Operational Risk Reduction
The current IT environment poses various opera-
tional risks concerning disaster recovery, mainte-
nance and technology refresh, and IT asset man-
agement. To reduce operational risks, the WCG 
aims to:

§	 Enhance the robustness of the Disaster 
Recovery capability.

§	 Reduce the control of system mainte-
nance and upgrades.

§	 Significantly reduce audit risks of 
non-verified assets.

§	 Improved availability of IT services.
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ICT Cloud and the Public Service

Key considerations for cloud computing?
The Cloud strategy sets the direction for cloud com-
puting, while the architecture design and specifics 
for implementation are developed for each solution. 
However, the WCG operates and manages a hybrid 
cloud ecosystem. There is continued investment in 
technology and infrastructure where appropriate, but 
with an increasingly aggressive move to cloud solu-
tions for identified workloads. The transition to the 
cloud is expected to be done on a case-by-case ba-
sis, driven by business cases. All decisions in this re-
gard are considered on whether they make business 
sense and demonstrate value while strictly following 
IT Architecture governance processes.  

As part of the strategic consideration, the WCG has 
taken a position not to be restricted to a single cloud 
provider. A given cloud service is managed via a Ser-
vice Level Agreement (SLA), which makes for tighter 
management of identified benefits and value.

Moreover, data location, compliance and privacy is-
sues remain top of the mind, meaning that the neces-
sary legal prescripts have to be understood regarding 
where data/information is hosted and the implication 
of privacy laws for each cloud service. The WCG 
Cloud Computing strategy is being implemented 
through a phased approach. The first phase focus-
es on eight areas, from email and messaging calen-
daring to productivity and application testing tools. 
Subsequent and more complex user needs require 

deeper exploration of customising cloud solutions to 
fit departments’ specific mandates.    

Objective feedback 
Being too close to the strategy development process 
can cloud judgement and the WCG resolved to ob-
tain independent third party feedback from Gartner 
to ensure objectivity. This provided assurance that 
the strategy was both comprehensive and complete, 
while also providing specific feedback on key as-
pects including:

§	 Most large clients are now adopting a “cloud 
first” strategy, meaning they first evaluate 
existing cloud-based platforms before de-
veloping applications or deploying infra-
structure and software in-house.

§	 When storing sensitive information in the 
cloud, encryption is recommended rath-
er than a hybrid-cloud infrastructure (using 
end-to-end encryption with the WCG per-
haps managing its own encryption). 

§	 Large-scale cloud-providers (such as Mi-
crosoft, Google, and Amazon) have better 
security and liability provisions than smaller 
players.

§	 Clients typically see a 14% cost saving, pri-
marily as a result from the benefits of scal-
ability, agility, manageability and speed of 
deployment.
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Feedback from Legal Services
Given the complex nature of contracting for cloud 
services, primarily through international companies, 
the strategy was assessed by the WCG’s Legal Ser-
vices for clarity on: 

§	 The Microsoft position in respect of the dis-
closure of information to foreign agencies/
government.

§	 Third-party rights regarding proprietary in-
formation (i.e. trade secrets, confidential 
information etc.) that falls into the wrong 
hands while using a cloud service.

§	 The safeguarding of sensitive information in 
the public cloud and encryption options, in-
cluding the possibility of designing cloud ca-
pability to keep records, email, documents, 
and other information that is classified as 
“Top Secret” and “Secret” on the premise, 
and utilise the public cloud for other classi-
fication types.

Cloud Risks and Concerns
Several risks and areas of concern were identified 
concerning the strategy and its implementation. Al-
though most of these have already been touched on 
above, they are worth detailing given their make-or-
break impact on the desired outcomes:

Connectivity
§	 Internet connectivity is an essential 

component for operating cloud ser-
vices. The availability of broadband 
(high-speed network connectivity) is es-
sential to run applications in the cloud. 

Data
§	 Cloud providers may store data any-

where at the lowest cost if not specified 
in the agreement. 

§	 Cloud services must comply with regu-
latory prescripts (POPI Act, MISS, etc.).

§	 Data resides on servers that the cus-
tomer cannot physically access.

Cost 
§	 The cost of cloud services can spiral 

out of control if not managed carefully.
§	 Cloud services consumption must be 

managed and optimised regularly.
§	 New cloud services/workloads must be 

subjected to a thorough Change Con-
trol process that includes approval of 
funding for this recurring operational 
expenditure. 

Cloud computing check list based on lessons 
learnt
In conclusion, cloud computing provides the WCG 
with flexibility to only pay for services it requires and 
utilises. Client departments still need to position 
themselves better to quantify usage based on re-
quirements and decide whether to turn off services 

that are not required. Based on lessons learnt through 
the WCG Cloud Journey, the points below can help 
with making decisions about moving to the cloud or 
not: 

§	 Ensure the necessary legal prescripts re-
garding compliance and privacy (e.g. PO-
PIA and other legislation) are understood 
regarding where data/information will be 
hosted and the implication of privacy laws.

§	 Consider price protection on licences or 
renewals of subscription-based services – 
assess the implications of an increase on 
subscription-based services before entering 
contracts. 

§	 Ensure that SLAs have meaningful penalty 
provisions, termination and exit clauses that 
include the necessary support for obtaining 
your data.

§	 Ensure all necessary security certifications 
and mechanisms are in place together with 
an external audit report.

§	 Ensure  exiting a cloud service includes the 
necessary support for obtaining departmen-
tal data (should be included as part of SLA) 
and price protection for entry (or re-entry) on 
premises for hosting.

§	 Determine whether the cost of hosting the 
data of an application is included in the 
costs of the service or that storage costs are 
clearly defined and agreed upon.

§	 Protect the Departments’ data by ensuring 
that there is appropriate IP protection, data 
integrity, and data extraction measures are 
agreed upon. 

§	 Where the service provider uses third-party 
agencies or subcontractors, it is essential to 
ensure that the responsibility for managing 
performance and compliance remains with 
the contracted service provider. 

§	 The transition to the cloud must be done 
case-by-case and driven by a business case 
that makes business sense and demon-
strates value. 

§	 The availability of stable high-speed broad-
band connectivity is a prerequisite for suc-
cessful cloud adoption.

§	 IT Architecture governance processes must 
always be followed and sound change con-
trol processes in place for starting new cloud 
services and for regular monitoring of cloud 
services consumption.

§	 The Organisational Change Management/
Navigation programme is critical to smooth 
the user’s transition to a new way of work.
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In 2018, the Department of Cooperative Governance 
(DCOG) experienced challenges with the accessi-
bility of its core systems. These include commonly 
used applications such as email and document re-
positories, both internally and externally. At the time, 
only two employees were responsible for the back 
office support for the entire department. Apart from 
“fire-fighting” emergencies, the responsibilities of the 
two Information Technology (IT) personnel involved 
managing everything from the internal security fire-
walls to setting up business continuity contingencies 
in case of disasters, such as the recent COVID-19 
pandemic. 

Digital transformation ICT strategy
As part of DCOGs digital transformation ICT strate-
gy, a cloud-first approach (aligned to the Circular and 
Determination Directive that the Department of Public 
Service and Administration (DPSA) issued early 2022) 
has been adopted as one of the building blocks to 
achieving the strategy.  This includes investigating 
Software-As-A-Service applications and digital tools 
to deliver agile solutions and implementation of hy-
brid cloud environments to achieve scalability, flexi-
bility, and improved security.

The need for cloud
DCOG’s inadequate IT capacity against the demand 
for increased system availability and accessibility was 
a significant motivator when the department officially 
embarked on the public cloud journey in 2019. The 
move meant that DCOG joined several other govern-
ment departments as it migrated its “cloud workload” 
by using a hybrid cloud approach.  To technology 
outsiders, “Cloud Workload” is defined as an “appli-
cation, service, capability or specific amount of work” 
on a cloud resource, according to the Circular and 
Determination Directive that the DPSA issued early 
2022. 

Cloud benefits
There have been some benefits to “going cloud”, 
such as refocusing the department’s limited resourc-
es on hosting and managing data and services. How-
ever, since the adoption of the cloud infrastructure 
service, there has been high availability and access 
to IT services that had previously presented signifi-
cant problems. 

A Pen Sketch 
of COG’s Cloud 
Journey
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At the start of the COVID-19 pandemic, the depart-
ment was ready to support the remote working re-
quirements of staff and stakeholders using cloud-sup-
ported Exchange Online, Teams and OneDrive. 

SITA’s infrastructure-as-a-service had been instru-
mental in hosting the Community Works Programme 
(CWP) Management Information System. The CWP 
information system management is a critical depart-
ment service responsible for paying about 250 000 
unemployed or under-employed citizens.

The Microsoft hosting platform, Azure, is being used 
to host the District Delivery Model Information Man-
agement System which is a data management solu-
tion that is being developed to improve the coher-
ence and impact of government service delivery to 
local, district and metropolitan municipalities by all 
spheres of government.  Furthermore, Microsoft Dy-
namics365 is planned for the management of fixed 
assets and inventories of 6 600 sites under the CWP 
Programme. 

Cloud challenges 
Going cloud had not been without challenges of its 
own. Typically, DCOG’s initial high capital expenditure 
in the first two years yielded low returns on invest-
ment. This investment was further compounded by 
high data centre maintenance, even for services with-
out high availability. The cloud adoption might have 
eased DCOG’s workload, but internal capacity chal-
lenges persist, albeit in different forms. 

Conclusion
Adopting cloud ecosystems holds a lot of challenges 
and risks that need to be considered and carefully 
planned for and managed not only for DCOG, but 
also for the Public Service as a whole. However, en-
rolment in the hybrid cloud is the only way to ensure 
the inevitable transition from traditional IT systems 
into digital transformation.

By Inban Moodley
Chief Information Officer, DCOG
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The government is embarking on a cybersecurity im-
provement campaign to increase cybersecurity resil-
ience and awareness of cyber threats in the Public 
Service to make all public servants safer and more 
secure online. Public Service and Administration Di-
rector-General, Ms Yoliswa Makhasi, said an aware-
ness drive would make cybersecurity everyone’s re-
sponsibility in the public service.

This follows a circular issued by the DPSA about the 
Public Service Information Security Directive to all 
heads of provincial and national departments. The 
purpose of the circular is to provide direction in the 
public service regarding establishing departmental 
information security governance, practice, and pro-
cedures to protect information and technology as-
sets.

“Through this Directive, we want to make it clear that 
in the Public Service, cybersecurity is a shared re-
sponsibility to keep Government data and systems 
safe.

“The prescripts set out in the Directive must be ap-
plied to all national and provincial departments, gov-
ernment components, and employees employed in 
terms of the Public Service Act.

“This Directive only applies to members of the public 
services, educators, or members of the Intelligence 
only in as far as the provisions of this Directive are not 
contrary to the laws governing their employment,” 
said DG Makhasi.
The department will support the implementation of 
the Directive through a continuous awareness cam-
paign to drive awareness of common social engineer-
ing techniques such as phishing, vishing and smish-
ing, pretexting, baiting, psychology of influence and 
recognizing suspicious and spoofed domains, and 
identifying secure connections (HTTP & HTTPS) login 
information on untrusted or spoofed sites.

Implementation of the Directive
According to DG Makhasi, the Head of Department 
(HoD) must ensure that the department has an infor-
mation security policy aligned with the provisions in 

SA Government embarks on a 
Cyber Security awareness drive

Cyber Security



SERVICE DELIVERY REVIEW | Volume 15 • No. 1 of 2022 29

Cyber Security

the Directive. It is also the HoD’s responsibility to en-
sure that information is classified using the Uniform 
Sensitivity Classification Scheme. Ms Makhasi said 
the departmental Information Communication and 
Technology (ICT) steering committee should also 
function as an information security forum.

Protection against malicious and mobile code
The Directive further orders the HoD to ensure that;

•	 All information devices connected to the 
government network have up-to-date 
antivirus and integrity-checking soft-
ware installed;

•	 Employees do not knowingly distribute 
viruses or bypass any detection sys-
tems in place;

•	 Employees exercise caution when open-
ing any email if the source of the email is 
unknown to the user.

•	 Employees receiving or download-
ing data media from any public source 
are responsible for ensuring that it is 
checked for viruses before use. Simi-
larly, individuals intending to pass on 
data media within government or to ex-
ternal parties must ensure that it is first 
scanned for viruses.

•	 Employees are prevented from disabling 
or changing the configuration of the an-
tivirus software installed on their person-
al computers.

•	 Suspected malicious code attacks are 
reported immediately on identification 
by following the internal security inci-
dent management procedure.

Back-UPS
Ms Makhasi said HoDs must ensure that backups are 
performed frequently based on the data’s sensitivity; 
regardless of classification, the availability of all data 
is maintained through periodic backups and recovery 
mechanisms. She further said that the HoD must en-
sure that departmental backups are covered in any 
service provider’s existing contract/arrangement and 
that the backups containing sensitive data are en-
crypted.

Media handling
“The HoD must ensure that government information 
is always stored/saved on departmental network 
servers, that removable computer media is protect-
ed against unauthorized access and that any loss or 
theft of removable computer media must be treated 
as a security breach and must be reported immedi-
ately,” the DG said.

By Nthambeleni Gabara 
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You probably don’t need anyone to tell you that, to-
day, information security and cyber security are chal-
lenging and fast-paced endeavours. In the last five 
years alone, we’ve seen a myriad of industry-altering 
developments – from an ever-expanding universe of 
privacy compliance legislation and the permanent en-
trenchment of hybrid and remote work to growth in 
the size and scope of data breaches – the world of 
security has proven ever-complex and ever-shifting.
In a sea of constant change, security practitioners re-
quire some form of shelter. While security frameworks 
and policies can serve this role during normal oper-
ation, practitioners are best served by having docu-
mentation and processes that help them respond to 
security incidents. This has become increasingly im-
portant as the world of remote work has changed the 
types of risks organisations face, requiring evaluation 
processes and perhaps an entire encyclopaedia’s 
worth of edits to existing documentation. If you hav-
en’t already established (or revisited) crucial aspects 
of your security program in light of these changes, 
now is likely the time to begin putting your cyber se-
curity playbook into place. 

What is a security playbook?
The idea of a playbook, which comes from the world 
of sports, like football, refers to a list of strategies or 
“plays” that are executed by a team in response to 
conditions in the game. For a football player, studying 

the playbook means understanding the various types 
of circumstances one might find themselves in and 
recognising them on the field to execute the correct 
play at the right time.

The analogy of football here is apt because security is 
ultimately a team sport, with everyone on the defen-
sive team (your team) needing to know their roles to 
ensure plays are well executed to mitigate the dam-
age actors can do to your organisation. Business-
es use playbooks too, and it often makes sense for 
specific business functions within an organisation to 
develop their own playbooks to ensure that they have 
strategies they can rely on to standardise processes 
and adequately respond to incidents and disruptions.

Why do you need a security playbook?
In defining a playbook, we’ve already highlighted why 
a security playbook is an essential document for or-
ganisations to have, especially given the rapid chang-
es in the world of information security we mentioned 
above. For IT, infosec, and cyber security teams, a 
security playbook allows for coordination before, 
during, and after security incidents and business 
disruptions. Although the creation of this playbook 
is spearheaded by security and technology teams, 
it contains organisation-wide ramifications, as it has 
roles to play for everyone. From interns to the CEO, 
security requires that everyone has their head in the 

What is a Cyber Security Playbook, and How 
Can it Benefit your Security Strategy?
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game and is briefed on their role in keeping the or-
ganisation secure.

How do you create a security playbook?
A security playbook is typically built upon or informed 
by existing documentation. These can include:

•	 Security policies. Like acceptable employee 
use and device policies;

•	 Security lifecycles: such as data, application 
or identity lifecycles;

•	 Response plans: such as incident response 
and business continuity plans; and 

•	 We review a lot of the documentation that 
should inform your security playbook in our 
remote-first security playbook.

What goes into a security playbook?
The security playbook should be a distillation of the 
policies and processes that exist within your security 
documentation. There’s no specific format that this 
must take. You can even break different portions of 
your documentation into separate playbooks - for 
example, creating an incident response playbook 
that consists of multiple “smaller” playbooks, like 
a ransomware response playbook that are used in 
parallel with a disaster recovery playbook. The most 
important thing, however, is that your playbook (or 
playbooks) be digestible and widely available within 
your organisation so that people can access it when 
they need to. Additionally, it is essential to set aside 
time for key players within any playbook to review it 
through training or tabletop exercises.

How does a playbook differ from a runbook?
Increasingly, the concept of running what is known 
as a “runbook” alongside playbooks has taken off. 
However, adding this terminology has resulted in 
confusion, with many people using the terms inter-
changeably. There are subtle differences between the 
purpose of playbooks and runbooks. The main differ-
ence is that playbooks leverage your existing policies 
and processes (as implemented within your organisa-
tion) to detail what must happen to maintain normal 
operations. This is often in response to disruptions, 
but your playbooks can also describe the actions 
necessary to maintain normal operations under ordi-
nary circumstances. The goal of a playbook is to en-
sure that every function within your organisation is on 
the “same page” about its roles and responsibilities.

Runbooks, alternatively, provide a more tactical 
“how-to” view on how to execute a specific task car-
ried out by an IT or security practitioner. This could, 
for example, be on how to conduct a log review or 
how to ensure data within a designated data store is 
appropriately encrypted. Runbooks might detail how 
a specific task within a playbook is carried out, or 
can exist independently of any playbook to provide IT 
and security with details on how to do their jobs. As 
security automation tools have become more pow-
erful, runbooks have become increasingly important. 
Through tools like a SOAR (Security Orchestration 
Automation and Response), you can run tasks from 
multiple runbooks in parallel without expending an 
unreasonable amount of time from dozens of em-
ployees. Ultimately, both playbooks and runbooks 
are critical parts of your security program. 

By Michael Osakwe

*This article was originally published as a blog on the 
Nightfall AI website and is republished with the cy-
ber-security company’s permission.
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The World Bank is warning of  the real danger of a 
massive economic downturn across the world. In a re-
cent analysis, it warned that many countries – including 
those in sub-Saharan Africa – will be facing economic 
challenges due to rising food and fuel prices. At the 
same time, however, there is unshakeable optimism 
around the growth potential of African economies as 
a whole and specifically the digital economy. The rap-
id rise of tech hubs and startups in urban areas in 
sub-Saharan Africa in recent years seems to support 
that.

Many observers have identified the digital economy 
as an  important driver of long-term growth in Afri-
ca despite current global challenges. The reality is 
that experiences with promoting the digital economy 
in sub-Saharan Africa have been mixed. Following 
great hopes in the promise of “digital connectivity” 
in the early 2000s, many scholars have observed that 
the ability of African businesses to turn connectivity 
into success in global markets has been limited.

The future of Africa’s tech scene is equally uncertain. 
Despite great potential, the tech startups scene is un-
derfunded, and several tech hubs have had to shut 
down due to bankruptcy.

How can we explain this gap between promise and 
reality with digital economy investments in sub-Sa-
haran Africa? And how can investments lead to more 
sustainable growth? In my recent  study, I analysed 
the historical case of global business services in 
Kenya and South Africa to examine why governments 
and businesses make certain investment choices over 
time, and how they can learn to be more in tune with 
the context of sub-Saharan Africa.

The main finding is that global templates of success, 
such as meeting global standards and developing 
scalable business models, often stand in the way of 
realising the full potential of locally specific skills and 
business opportunities. As I show below, this has 
fundamental implications for today’s digital startup 
scene in sub-Saharan Africa.

Flawed hopes
The promise of the digital economy has always been 
a double-edged sword. Many global consulting firms 
and international organisations initially saw “digital 
connectivity” as a key driver for the future growth of 
African economies. Even today, there is a strong be-
lief that you just need to have the right infrastructure 
in place for the digital economy to grow and create 
jobs.

Kenya and South Africa 
offer Insights into Digital 
Economy Challenges and 
Alternatives
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This optimism led the Kenyan government in 2007 
to define business process outsourcing as a central 
pillar in its Vision 2030. The assumption was that Ken-
ya had the talent and internet connectivity to copy 
India’s success in this business. Similarly, South Afri-
ca’s business leaders put their hopes in call centres, 
which had previously generated many jobs in India 
and the Philippines.

But these hopes turned out to be flawed. Digital 
businesses are often easy to get into but difficult 
to compete in – especially on the global stage. You 
need to be scalable to win client contracts in a high-
ly standardised digital business, such as call centres 
and tech support. Yet, to succeed with scaling up, 
you also need to be cost competitive and develop a 
strong reputation.

Kenyan business process outsourcing services 
were neither scalable nor competitive. As a result, 
they soon went out of business. A famous example 
was KenCall, a once-hyped Kenya-based call centre 
that could not keep up with global competition.

South African call centres had the scale. But com-
petition from the Philippines put enormous pressure 
on them.

The current tech startup scene seems to be facing 
similar challenges:  scalability of new ventures has 
been a serious issue. This is partly due to poor sup-
port infrastructure and global competition.

Lessons learnt
In the case of global business services, Kenya and 
South Africa learned their lesson. Initially, trying to 
meet global standards and keep up with global rivals 
was seen as desirable in the eyes of governments, 
businesses and the general public. But as competitive 
pressure grew, the agenda changed from competing 
globally to avoiding global competition, from meeting 
global standards to focusing on locally specific skills 
and resources.

As a result, both economies invested in niche busi-
ness segments. For example, Kenyan business pro-
cess outsourcing providers increasingly focused on 
local and regional clients  rather than trying to com-
pete for clients from Europe and North America.
In the case of South Africa, business services in-
creasingly  diversified into more specialised areas, 
such as legal process outsourcing, to lower global 
competitive pressure.

Also, both economies promoted so-called  impact 
sourcing, which focuses on hiring and training disad-
vantaged young people from slums and rural areas, 
combining employment opportunities with communi-

ty impact. What these niche strategies have in com-
mon is that they are less subject to global competition 
and that they rely on locally embedded resources, 
such as local client connections and untapped labour 
pools in local communities. 

Some of these niche models emerged even before 
they became fashionable. In fact, their ability to sur-
vive against the mainstream gave them a competitive 
edge, allowing them to survive in the long-term. A 
similar dynamic might be unfolding with today’s tech 
startup scene in sub-Saharan Africa.

Alternative models
It’s still fashionable today to promote tech startups 
and tech hubs based on models from the global 
North. But new, alternative models might be emerg-
ing that might be much more sustainable. For exam-
ple, studies suggest that African businesses are tradi-
tionally much more community-focused. Businesses 
exist to support communities rather than just to make 
a profit. Research shows that while African tech hubs 
often “fail” to scale up businesses in the Western 
sense, they are very effective in providing unique 
growth opportunities and expanding and deepening 
community connections.

Such experiences suggest that concepts of “scalabil-
ity” and “growth” may take on a range of meanings in 
sub-Saharan Africa, and that the global North should 
expand their horizon beyond their narrow conception 
of these terms to really understand Africa’s economic 
potential.

Take-aways
Recent reports may be right that the digital economy 
carries a lot of potential in helping sub-Saharan Africa 
overcome current economic challenges toward sus-
tainable growth. But maybe it is not because the dig-
ital economy can drive economic growth in the con-
ventional sense, but because it can expand regional 
business networks and local communities, making 
them more resilient against global economic threats.

By Stephan Manning

* Manning is Professor of Strategy and Innovation, 
University of Sussex, and this article is republished 
courtesy of www.theconversation.com
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